Kerberos Version |V:
Inductive Analysis of
the Secrecy Goals




Summary

® |ntroduction




Other Proof Techniques

® Belief logics (e.g. BAN)

® Fast, short proofs




tructure: lraces

® Set of all events on a network

® (Contains two kinds of items:




Structure: Messages

® Agent names A, B, ...
® Nonces Na, Nb, ...

® Keys Ka, Kb, Kab, ..
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Structure: The attacker

® Has access to the trace




Structure: Rules

® Protocol events




Theorems and Proofs
Ké&[] (empty trace)




Theorems and Proofs

® Regularity Lemmas

erms of the parts operator




Kerberos |V: Overview

® A:Alice (client) Kerberos System

__database >

® B:Bob (network
resource)

® Kas: Kerberos
Authentication Server

® Tgs:Ticket Granting
Server



Kerberos Protocol Run

Authenticating to acquire an AuthKey

. A—Kas: A, Tgs, Tal




Kerberos Protocol Run

Acquiring a ServTicket to access a network resource

3. A—Tgs: {A,Tgs, AuthKey, Tk}kgs,
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Kerberos Protocol Run

Using the ServTicket to access the network resource
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5. A—B:{A,B,ServKey, Tt}kp,{A

optl a0

,Ta3}servkey




Secrecy Goals

® Key-compromise theorems

® AuthKeys, ServKeys




Bob’s Confidentiality

if AuthKey and ServKey not expired




Bob’s Fix

® [gs checks whether ServKey won'’t outlive




Conclusion

® |nductive method
® Proofs, not assumptions

® In large
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